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DETAILED ACTION 



Specification 

1 . The title of the invention is not descriptive. A new title is required that is clearly 
indicative of the invention to which the claims are directed. 

2. The disclosure is objected to because of the following informalities: It is not clear 
what reference number 30 is. On page 6 line 24 and on page 7 line 18 reference 
number 30 is designated as a display, but on page 6 line 38it is designated as a secure 
path. 



3. The specification is objected to as failing to provide proper antecedent basis for 
the claimed subject matter. See 37 CFR 1.75(d)(1) and MPEP § 608.01 (o). Correction 
of the following is required: The specification does not teach that the secure module is 
adapted to be "removably coupled to said personalized device" as stated in claim 12. 

Appropriate correction is required. 



Claim Objections 

4. Claims 5 and 8 are objected to because of the following informalities: The word 
"favorable" is misspelled. Appropriate correction is required. 
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5. Claim 12 is objected to because of the following informalities: The specification 
does not teach that the secure module is adapted to be "removably coupled to said 
personalized device." Appropriate correction is required. 

Claim Rejections - 35 USC §112 

6. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

7. Claim 6 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. Claim 6 recites the limitation "said output" in line 31. There is 
insufficient antecedent basis for this limitation in the claim. 



Claim Rejections - 35 USC § 102 

8. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent In the United 
states. 
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9. Claims 1 ,2,4-12 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Wang (US pat 5,917,913). 



Regarding claim 1, Wang teaches a method of verifying data integrity between at 
least two correspondents in a public-key cryptographic scheme, at least one of said at 
least two correspondents having a main processor and a secure module, said secure 
module being independent of said main processor's control, said method comprising the 
steps of: 

assembling data on at least one of said at least two correspondents (col.4 lines 
12-17); 

displaying data under control by said main processor to produce a first output 
(col.4 lines 17-21; col.2 lines 18-23), 

displaying said data from said secure module to produce a second output (coL4 
lines 41-44; col. 10 line 66 thru col.11 line 5), 

comparing said first output and second output (col. 6 lines 35-48); 

instructing said secure module to generate a signature upon a favorable 
comparison of said first output and said second output (col.4 lines 44-50; col.5 lines 50- 
67); and 
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whereby said favorable comparison indicates data integrity such that said at least 
one of said correspondents signs said data (col.4 lines 44-50; col. 5 lines 50-67). 

Regarding claim 2, Wang teaches at least one of said at least two 
correspondents is a personalized device (col.4 lines 8-12). 

Regarding claim 4, Wang teaches said personalized device is a personal digital 
assistant (col.4 lines 8-12). 

Regarding claim 5, Wang teaches said favorable comparison is characterized in 
that said first output and said second output are logically related to one another (col.6 
lines 36-48). 

Regarding claim 6, Wang teaches said logical relationship is such that said first 
output and said output are identical (col.6 lines 36-48). 
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Regarding claim 7, Wang teaclies said step of displaying said data message 
includes displaying a portion of said data message (col.4 lines 41-44; col. 10 line 66 thru 
col.11 line 5). 



Regarding claim 8, Wang teaches said favorable comparison is characterized in 
that a portion of said first output and a portion of said second output are logically related 
to one another (col. 6 lines 36-48). 



Regarding claim 9, Wang teaches said logical relationship is such that said 
portion of said first output is identical to said portion of said second output (col.6 lines 
36-48). 

Regarding claim 10, Wang teaches a method of establishing a secure 
communication path for data between a personalized device and an user of said device 
in a PKI scheme, said device having a main processor and a secure module 
independently operative of said main processor, said method comprising the steps of: 

providing all interface between said device and said user, said interface having 
an input device and an output device for providing a means for interaction between said 
user and device, said input device and output device controllable by said main 
processor (col. 10 line 55 thru col.1 1 line 5); 
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providing a secure connmunication path between said secure module and a 
secure input device and a secure output device coupled thereto, said secure path 
logically isolated from any other communication path (col. 6 lines 55-67); 

comparing said data displayed on said output device and said secure output 
device {col.6 lines 36-48); 

whereby said user of said personalized device can determine said integrity of 
said data based on said comparison (col.5 lines 18-21; col. 5 lines 51-64; col.6 lines 36- 
48). 

Regarding claim 11, Wang teaches said user actuates said secure input device 
based only on said output of said output device (col.6 lines 36-48). 

Regarding claim 12, Wang teaches a method for verifying the integrity of a data 
message between a correspondent and a personalized device in a communication 
system, each correspondent adapted to receive and transmit data messages, said 
method comprising: 

containing a secret key in said secure module, said secure module adapted to be 
removably coupled to said personalized device and communicatively coupled thereto 
(col.5 lines 1-9); 
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controlling access to said personalized device (col.1 1 lines 5-13). 

Claim Rejections - 35 USC § 103 

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

11. Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over Wang, 
and further in view of Vatanen (WO 00/54457). 

Regarding claim 3, Wang teaches the method of claim 2 but does not teach said 
personalized device is a mobile phone. Vatanen teaches said personalized device is a 
mobile phone (fig.1; page 7 lines 15-36). It would have been obvious to one of ordinary 
skill in the art at the time of the invention to combine Wang's portable electronic device 
with Vatanen's telecommunication system in order to implement a secure method for 
conducting transactions within a mobile telecommunication system (page 2 line 19 thru 
page 3 line 28). 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tremayne M. Norris whose telephone number is (571) 
272-3874. The examiner can normally be reached on M-F 7:30AM-5:00PM alternate 
Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell can be reached on (571) 272-3868. The fax phone 



number for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Tremayne Norris 



November 10, 2004 




